
THE FUTURE OF
CYBERSECURITY
James Hoefnagels 

Re
th

in
k 

Fi
na

nc
ia

l S
er

vi
ce

s
2b

 A
H

EA
D

 F
ut

ur
es

 S
tu

dy
 - 

D
ec

em
be

r 2
02

0



THE FUTURE OF CYBERSECURITY



Management summary 4

Foreword 5

Futures narration 6

Big Picture 2030 7

Introduction 10

Developments until 2030 13
 The cybersecurity industry
 Legacy systems
 Attackers
 Internet of things
 Distributed ledger technology

Quantum-safe strategy 20
 Post-quantum encryption
 Crypto agility
 Quantum random number generator
 Harvest now, decrypt later
 Quantum key distribution
 Quantum internet

Certification and regulation 26
 Certification
 Standards

The growing role of AI 30
 Intelligent autonomous agents

Awareness landscape 34

Strategic recommendations 38
 Extra value
 Quantum-safe strategy
	 Certification	and	regulation
 Awareness landscape

Methodology 44

Experts 48

Endnotes 52

TA
B

LE
 O

F 
C

O
N

TE
N

TS



C
YB

ER
SE

C
U

R
IT

Y

4

The world of cybersecurity will undergo several 
gradual, but significant changes in the coming 
years leading to a paradigm shift in the second 
half of this decade. While during the last few 
years the public’s perception of cyberattacks 
focused on the theft of data and intellectual 
property, however, the implementation of 
billions of IoT devices worldwide signifies that 
the consequences of inadequate cybersecurity 
will increasingly affect the physical world 
causing dangerous complications affecting 
people’s lives. Conventional thinking about 
cybersecurity is no longer adequate. Higher 
stakes and new threats from sophisticated 
attackers using quantum computers and AI are 
forcing companies to redesign their security 
strategies. 

For many industrial companies and financial 
institutions, legacy systems, outdated strategies, 
and a lack of prioritization have left the IT 
infrastructure and cybersecurity in urgent need 
of updating. This poses significant challenges, 
however, due to an evolving cybersecurity 
industry, quantum-safe solutions, motivation 
from regulators, and maturing technologies, 
innovative cybersecurity strategies can be 
developed now to ensure resilient security for 
the future.

The advent of the quantum age, that we are 
witnessing now, is accompanied by a paradigm 
shift in quantum computing and communication. 
Quantum-safe security is top of mind for many 
industry leaders. Quantum computers are 
here and while they currently cannot run the 
algorithms needed to break encryption, it will 
not be long before they can and the ‘harvest 
now, decrypt later’ attacks make the timeline 
debate irrelevant. Post-quantum encryption 
algorithm standards will be set in the next 
couple of years, requiring companies to start 
preparing now in order to be ready for the new 
wave of encryption algorithms. There is some 
uncertainty with new post-quantum encryption 
algorithms because not enough is known about 
how quantum computers will be used to perform 
attacks. Therefore, hybrid encryption models 
using a variety of algorithms may need to be 
implemented. This stresses the importance of 

being ‘crypto agile’ as this will reduce the time 
and complexity when moving to new encryption 
algorithms, decreasing the length of exposure to 
attacks. Crypto agility needs to be built into all 
IT systems and be standard in cybersecurity.

Quantum key distribution (QKD) is being used 
around the world with growing networks in 
China, the EU, and the US; it is an almost un-
hackable method to transmit data. This physics-
based approach is still developing but can be 
and is being used today by financial institutions 
and companies in critical industries to secure 
communication links. QKD networks are the 
beginning stages of building a quantum internet, 
which is being heavily invested in around the 
world. This is important for security today and 
will be a key part of cybersecurity in the future.

The difference between good and bad 
cybersecurity may determine the future of 
many companies as the consequences of bad 
security will go beyond the digital world and 
impact the physical world. The tools to combat 
cyberattacks are within reach, new strategies 
are being designed today that incorporate 
incredible technologies that will prepare 
companies for attacks today and those in 2030. 
The growth of IoT, digitalization, and 5G/6G 
is connecting more and more physical things, 
making integrated security of both, the cyber 
and the physical world, of utmost importance.
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Over the past six months, we have conducted 
this study in close cooperation with our partners 
in the ThinkTank-Universe. We have followed 
the network’s research mandate to examine the 
current developments in the field of cybersecuri-
ty to understand how cybersecurity will develop 
over the next 10 years. Additionally, we identi-
fied key strategies to be prepared for a future 
with new attacking capabilities and new secu-
rity solutions. 

In order to be a part of shaping the future, take 
advantage of emerging opportunities, and sim-
ply be best prepared for the future, companies 
need to be aware of future disruptions and inno-
vations in the field of cybersecurity. Only then 
can they design strategies that are responsive to 
future developments and enable them to lever-
age possibilities that come with them. Imple-
menting new strategies and technologies takes 
time, especially in situations where IT systems 
are outdated, therefore companies need to start 
today.

However, recognizing the potential of new tech-
nologies is only part of the challenge. In the long 
term, its impacts on society, the economy, and 
businesses leading up to 2030 must be under-
stood in their contextual complexity and their 
immense scope, in order to make their leverage 
correspondingly usable for one’s company. 

Dear reader and future enthusiast,

This study encourages readers to review their 
current IT systems and infrastructure and think 
about their vision for the company in the next 10 
years. Furthermore, it gives insight into the use 
of cybersecurity and the dangers that cyberat-
tacks may bear. Although the primary concern 
of cybersecurity is to protect the company, it 
should not only be viewed as a burden but also 
be recognized for the opportunities and benefits 
it can bring for one’s company. 

Special thanks to the ThinkTank participants 
who, with their input, focus, and creative dis-
cussions, have given us new perspectives on the 
topic. A big thank you to the experts who par-
ticipated in this study and enriched it with their 
knowledge and experience. 

We are looking forward to any questions and 
inquiries from you and your company and are 
always available for a lively exchange on our 
topics. 
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James Hoefnagels
Senior Researcher / Strategist
2b AHEAD
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“Eva! Cyberattackers have stolen credentials 
from some of our old partner accounts” said 
Peter urgently. “The attack has been contained 
and thankfully the automated response was able 
to identify the unusual activity quickly to prevent 
further data loss.”

Eva has been working tirelessly since taking over 
as CISO to update the security of the company but 
the enormous legacy systems that have built up 
over the past decades have made it particularly 
challenging. Thankfully, with the support of the 
CEO and collaboration with the CTO, they have 
made great strides over the past few years. 

She isn’t too surprised that her bank was targeted. 
After several banks in the same region were get-
ting similar phishing emails, she was concerned 
that someone in the company might fall for some-
thing similar. 

“What type of encryption did the data have?” 
asked Eva calmly. “Ummm, I’m not sure if we 
have updated the remaining legacy system’s en-
cryption to our post-quantum hybrid encryption 
or not” responded Peter. “Hmmm looks like it 
wasn’t updated yet, it is protected against clas-
sical computing brute force attacks but not from 
an attack with a quantum computer” said Peter 
hesitantly. 

“What partners are affected?” 
“The only partner data that was copied is from 
Tyres.”

The bank had partnered with Tyres, an autono-
mous driving service with a fleet of fully auton-
omous cars and drones, years ago to offer ben-
efits for customers that use both Tyres and their 
bank. When Eva had inventoried their IT systems, 
she noticed they had anonymized data, but didn’t 
think it would be an issue. 

“I will let them know immediately what data 
was compromised” said Eva as she picked up 
the phone. “I hope the data can’t be used to gain 
access to any of their autonomous fleets…” mut-
tered Peter as he left her office.

After talking with Tyres CEO, Eva told Peter that 
none of the data could be used to access, control, 
or in any way impact the functionality of their au-
tonomous fleet. 

“Thanks for letting me know Eva. We will have 
all of our remaining data encrypted with our new 
hybrid encryption method shortly.”

“Okay, thanks Peter. And please keep me updated 
on the new quantum key distribution connection 
to the US, I want to use that for all of the commu-
nication with our clients and partners from now 
on.”
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Trying to understand the world in 2030 can 
seem like an ever-growing challenge as dramat-
ic advancements of technologies have left many 
feeling overwhelmed and unsure about what is 
truly possible. It can be arduous trying to grasp 
what is driving developments today and what 
will be standard in 2030, in part because of the 
liberties taken by marketing and sales depart-
ments when discussing multi-faceted technol-
ogies like artificial intelligence. Additionally, 
technologies like quantum computing and quan-
tum communication involve phenomena like 
quantum entanglement which can be very hard 
to conceptualize. However, it is a challenge that 
should be approached head-on. While there is 
no predicting the future, the future is actively 
being shaped by decision-makers, technologies, 
societal movements, and other factors today. 
This study aims to recognize these factors and 
discuss how they may develop over the next 10 
years and what this means for financial institu-
tions and other companies.
 
In 2030, the world we know will have changed 
significantly. The rapid advancements in new 
technologies like AI, quantum computing and 
communication, distributed ledger technology 
(DLT), gene-editing technology, and 3D print-
ing, to name a few, will have tremendously 
impacted societies and economies around the 
globe. Also established ones, like social media, 
big data, and the overall digitalization of reality 
will continue to challenge established systems. 
Technologies will have changed how people 
interact, what they value, how they spend their 
time, how they move from A to B, and who they 
will vote for. 

The development of AI technology is on the tra-
jectory of radically reorganizing the world. AI 
does not simply replace humans from many of 
their jobs, but it creates an existential crisis for 

Big Picture 2030

individuals, companies, and political organi-
zations. However, it also promises to augment 
human abilities and alleviate the pressures of an 
increasingly complex world. 
AI is projected to be a new intelligence, differ-
ent from human or natural intelligence. Every 
aspect of our life in 2030 will benefit from add-
ed intelligence. Many of the tasks humans deem 
unnecessary, time-consuming, and tedious are 
expected to be taken over or be heavily aug-
mented. Autonomous and seamless integrated 
mobility will ease the strain on infrastructure 
while being more convenient and at close to zero 
cost. Personalized items and services will be 
available at scale, but society will also find it in-
creasingly difficult to differentiate between dig-
ital personas and real people online. Effective 
AI, however, also comes with an ever-growing 
demand for collecting, storing, and processing 
huge amounts of data, requiring significantly 
more computational power and energy. 

Just as it is standard today to use e-mail, smart-
phones, and the cloud, 2030 AI systems will be 
the norm. Individual intelligent assistants that 
support our work processes, algorithms that 
make our organization more efficient, and pro-
grams that enhance our visual and linguistic 
understanding will support people in all areas. 

Most visibly, AI will enable voice interfaces, 
taking over touchscreens and keyboards. It will 
automate transcription and translation, enabling 
direct global communication as well as replace 
any analog documentation. It will enable doc-
tors, teachers, lawyers, designers, engineers, 
and almost all other professionals to view prob-
lems in a fundamentally different way and in-
crease the ability for individuals to access and 
process vast amounts of data. 
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DLT will have a revolutionizing impact on our 
digital infrastructure. This may cause a dramat-
ic shift from centralized data in our current sys-
tem to encouraging a smart decentralized sys-
tem. This digital infrastructure will be able to 
monetize services with micro-payments, secure 
traceability, and revolutionize how companies 
operate in a global digital infrastructure. DLT, 
especially in combination with other technolo-
gies like IoT and AI, will open up vast new pos-
sibilities and will bring a whole new meaning to 
digitalization.
 
Today, gene- and biotechnologies are still 
largely under the radar in terms of disruptive 
future technologies. However, promising new 
approaches to develop organic materials are 
already available, whether in food production, 
medicine, or environmental technology, which 
also affects the materials and manufacturing in-
dustries. 

However, the radical changes introduced by the 
entirety of new technologies may also desta-
bilize our social fabric and thus the context of 
the economy. It may alienate more and more of 
the traditional working class, demanding deci-
sive action of governments and companies. This 
growing insecurity of the future and the desire 
to control the narrative has the potential of fur-
ther heightening the social polarization between 
the left and the right, the poor and the wealthy, 
the young and the old, the technologists and the 
analogs, those who want to innovate and change 
and those who want to preserve and retain.

How the world looks like in 2030 is up to us. 
While it may seem out of our control, every de-
cision and action taken from now until then will 
have a resulting impact that will push us in one 
direction or another.
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All of the incredible technological advance-
ments and benefits of digitalization rest on the 
assumption that it is secure, accessible, and can 
be trusted. Without these aspects, the devices 
we use, data we rely on, and the networks that 
connect us would not be possible. Cybersecuri-
ty is something that has been taken for granted 
and deemed to be relevant only for those in IT 
departments. However, this can no longer be the 
case, every company needs to be fully aware of 
the risks and implement a comprehensive cyber-
security strategy that considers every part of the 
company as our world moves into an age that 
increasingly fuses digital spaces with physical 
ones. 

Cybersecurity is no longer strictly an online 
concern but is also causing massive physical 
problems. As physical things begin to operate 
more and more autonomously, such as vehicles, 
communication and monitoring devices in hos-
pitals, power plants, offices, and other machin-
ery, the risks and consequences of cyberattacks 
are enormous. The consequences of cyberat-
tacks will become more severe in the future be-
cause the integration of the physical world with 
the digital sphere will deepen, as companies 
gain more value from increased digitalization 
and connectivity. With narrower margins and 
increasing competition in the information age, 
companies will continue to drive the adoption of 
the latest technologies.

However, the risk of cyberattacks does not only 
concern companies with high levels of digitali-
zation and those in sensitive industries. Cyber-
security is critical for every company because 
there is a myriad of ways for attackers to gain 
value from vulnerable businesses. The depen-
dence on data and connectivity opens the win-
dow to potential vulnerabilities that are ready to 
be exposed by cyberattackers taking advantage 
of opportunities when presented; this is no more 
evident than the major increase in cyberattacks 
during the COVID-19 pandemic.

Interpol also found that there is “a significant 
target shift from individuals and small busi-
nesses to major corporations, governments and 
critical infrastructure.”3 A comprehensive and 
long-term oriented cybersecurity strategy is of 
utmost importance for all companies, as the cost 
and damage from cyberattacks will increase sig-
nificantly over the next 10 years.

There are many sufficient cybersecurity models 
and frameworks which include the zero-trust 
model, privacy by design, and a range of solu-
tions offered by commercial security vendors. 
Although they improve security for the company 
and greatly reduce vulnerabilities, they should 
only be seen as the first step towards a system 
that withstands the challenges of the near fu-
ture. Attackers are launching more targeted and 
sophisticated attacks, especially to high-value 
targets such as financial institutions and large 
companies, making the annual cost caused by 
cybercrime in the banking industry at 18.37 mil-
lion USD per company annually the highest in 
all industries.4 Over the last five years, there has 
been a 67% increase in the number of securi-
ty breaches and a 72% increase in the annual 
cost of cybercrime.5 This further emphasizes the 
need for companies to prioritize cybersecurity 
and start today by implementing new strategies 
that include technologies that will be founda-
tional in the future. Technologies such as quan-
tum computing, quantum key distribution, and 
AI are rapidly developing areas that will play a 
major role in cybersecurity and cybercrime in 
the future. Therefore, it is critical that compa-
nies incorporate them into their plans today.  

“Cybercriminals are developing 
and boosting their attacks at 
an alarming pace, exploiting 
the fear and uncertainty cause 
by the unstable social and 
economic situation created by 
COVID-19.”2

Jürgen Stock, Interpol’s secretary general
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In the end, the improvement of a company’s cy-
bersecurity relies heavily on the motivation of 
upper management to prioritize and invest in 
this area. Good cybersecurity is also not a one-
time investment or a problem to be ‘solved’, it 
is an ongoing process that needs to be constant-
ly re-evaluated with an eye on future develop-
ments. Cybersecurity is a rapidly evolving in-
dustry pushed by innovative attackers that are 
becoming more technologically driven in im-
proving the tools at their disposal. 

The purpose of this study is to provide financial 
institutions and other companies with a better 
understanding of some of the most important fu-
ture developments in the field of cybersecurity. 
With an outlook to 2030, the identified trends 
and developments will be discussed in terms of 
how they will change over the next 10 years and 
what cybersecurity could look like in 2030. Ad-
ditionally, this study will provide strategic rec-
ommendations to support companies preparing 
their cybersecurity strategies for the future.

IN
TR

O
D

U
C

TI
O

N



13

C
YB

ER
SE

C
U

R
IT

Y

DEVELOPMENTS UNTIL 2030



C
YB

ER
SE

C
U

R
IT

Y

14

The cybersecurity industry

Ideally, customers of cybersecurity vendors 
should be able to obtain a holistic product port-
folio that offers comprehensive coverage. How-
ever, as of today there are no providers that are 
able to supply this kind of solution. Although 
many good cybersecurity products and services 
do exist, the industry is still maturing and has 
yet to offer fully integrated solutions.

Two main aspects are maturing in this industry. 
Firstly, clarity and transparency are major con-
cerns for CIOs and CISOs. Whether it is because 
there are simply too many security vendors6 or 
because the value of the solutions themselves 
are unclear.7 Recent years have shown a reduc-
tion of security vendors, helping to alleviate the 
complication of too many vendors. As the com-
plexity of technologies increase, it is often dif-
ficult for companies to know what solutions are 
needed versus persuasive marketing and sales 
tactics leveraging fear and impressive-sounding 
technologies. Scrutinizing security solutions 
will continue to be a major frustration for com-
panies in the future.

The other important aspect is interoperability. 
A recent security benchmark report found that 
while vendor consolidation is increasing, 86% 
of organizations are using 20 vendors or less8 

but some companies still have upwards of 100 
different vendors.9 While this is an improv-
ing trend, it is still a “CISOs worst enemy” to 

navigate the industry and be able to properly 
integrate so many vendors.10 Lack of interoper-
ability creates many issues for companies, the 
most central issue are gaps in security coverage. 
One of our experts expressed in an interview 
that every vendor wants to be the dashboard, 
and no one wants to work together.11 However, 
as pressure is mounting and new vulnerabilities 
get exploited, it will take a concerted effort by 
a variety of actors in the industry, public, pri-
vate, and research organizations to work togeth-
er to safeguard against the growing effects on 
the physical world. Efforts are being made to 
achieve this, however, true interoperability in 
the industry remains a long-term goal. In the 
meantime, companies and governments need to 
demand better communication and higher stan-
dards on the cybersecurity industry. 

As this issue persists, some large technology 
companies are attempting to tackle this problem 
themselves and reap the benefits. None more so 
than Cisco with their new platform SecureX. 
Unveiled at the RSA Conference 2020, they are 
taking a big step forward in being the dashboard 
that so many cybersecurity companies covet. 
This cloud-native platform allows companies to 
integrate Cisco solutions alongside third-party 
security solutions, unifying a company’s entire 
security ecosystem.12  Recently, cloud providers 
have been growing their security portfolio and 
due to their unique position, they may make a 
stronger push to develop a holistic security eco-
system. 
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Legacy systems

Attackers

A company’s IT infrastructure is naturally the 
first place to start when considering a future 
cybersecurity strategy. Unfortunately, many 
companies and financial institutions, are deal-
ing with massive legacy systems that makes 
any type of change extremely time and resource 
intensive. Many IT systems were designed de-
cades ago when the primary concern was reli-
ability, not security.13 Additions have been made 
to these old systems without actually updating 
the core infrastructure. When describing the 
issue with legacy systems, Margaret Salter, Di-
rector Security and Cryptography Innovation 
at the Royal Bank of Canada, stated it is often 
the case that “the person that wrote the code 
is long gone and there’s a giant sign that says, 
‘don’t touch me because I might break, and I 
am critical to everything you do here.’”14  This 
type of barrier makes doing anything beyond 
patching the existing system very daunting and 
unlikely to happen unless there is considerable 
motivation from upper management. Beyond fi-
nancial support, there is often a lack of skilled 
employees that can manage such a project or can 
spend the required amount of time. All of those 
requirements make IT legacy systems a difficult 
first hurdle to get over. 

However, an outlook to 2030 shows a growing 
need of much better security which requires 
legacy systems to be overcome. One way or an-
other, companies will need to address this issue 
because if it is not dealt with it will only worsen. 
While there is no silver bullet solution to this 
problem, many are looking to cloud providers to 
help modernize their legacy systems or follow 
an approach where they built entirely indepen-
dent parallel structures.

Financial institutions are especially hesitant to 
make changes to their IT because of the amount 
of sensitive data they handle. This has made 
many in the finance industry apprehensive to 
use cloud providers or invest in new and emerg-
ing technologies.15 While there is good reason to 
be careful when modernizing one’s IT systems, 
inaction is in the end a much greater and very 
tangible threat. 

Cloud computing offers an easier path for com-
panies to update their IT infrastructure and over-
come their old bulky legacy for a new, modern 
environment. There are numerous benefits when 
going with a cloud provider which is signified 
by the rapid rise in cloud computing providers 
over the years. For banks that remain hesitant 
about moving to the cloud, a partial adoption for 
new or issue-specific environments can be an 
easy first step in moving past legacy systems. 
Additional value can be generated by sharing 
anonymized threat data with other companies 
in the same industry; the data can be used to 
understand possible threats and be proactive in 
cyberdefence. Companies can send anonymized 
cybersecurity data about harmful files or at-
tempted attacks to the threat cloud to provide a 
better understanding of the location or industry 
specific threat vector. There currently exists a 
wide variety of innovative cloud computing ap-
plications that companies can already use to im-
prove their IT systems and begin to update their 
legacy systems.

The rising need for better and better security 
stems from the relentless nature of cyberat-
tackers. As with physical security, attackers are 
always evolving, developing new ways around 
security measures, and able to exploit unexpect-
ed vulnerabilities, putting banks and other com-
panies in a reactive position. Naturally, there 
are both very sophisticated, targeted attacks 
and general, unsophisticated attacks. Compa-
nies need to be prepared for both ends of this 
spectrum and everything in between because 
the growing value from cyberattacks and the in-
creasing attack surface are driving its momen-
tum. 

The majority of attacks, 70%, are from exter-
nal actors and 30% are from internal actors.16  
The overwhelming motivation, 86%, is financial 
gain.17 Traditionally attackers mostly worked in-
dependently, and the attacks were not very com-
plicated, in part because simple attacks such as 
mass-produced phishing emails were so effec-



C
YB

ER
SE

C
U

R
IT

Y

16

D
EV

EL
O

P
M

EN
TS

 U
N

TI
L 

20
30

tive. However, attackers are increasingly work-
ing together, operating in larger groups.18  An-
other shift in the overall make-up of attackers 
is the growth in state-sponsored attacks. New 
state-sponsored groups are being identified19 

with more attacks on financial institutions20  and 
infrastructure with the intention to disrupt sta-
bility.21  While this area is growing, it remains a 
small portion of attacks.     

The most common types of attacks fall with-
in two main categories, ‘hacking’ or ‘social.’ 
Broadly speaking, hacking has three main 
groups: “1) those utilizing stolen or brute-forced 
credentials; 2) those exploiting vulnerabilities; 
and 3) attacks using backdoors and Command 
and Control (C2) functionality.”22 In this cate-
gory, 80% of breaches are because of access 
through credentials (brute-force, lost, or sto-
len).23 The Verizon report on data breaches esti-
mates that the use of fully autonomous Artificial 
Hacking Intelligence (AHI) is about 15 years 
away.24 However, the use of AI and ML will be 
discussed in more detail later in the study.

The second most common type of attack is 
called ‘social.’ This category has two main types 
of attacks, phishing and pretexting. Phishing is 
by far the most common, with 90% of social at-
tacks being phishing.25  These types of attacks 
are most successful at gaining credentials and 
personal information.26 Social engineering, the 
broader category of phishing, is a growing threat 
in cybersecurity27  that is being enabled by im-
proving AI capabilities. In 2019, the FBI Crime 

report stated that business email compromise 
(BEC), a type of social engineering, resulted in 
more than $1.7 billion in losses.28  However, so-
cial engineering tactics are beginning to take on 
a whole new look with the use of deepfakes1 . 
The ability to create fake content has garnered a 
lot of attention because of the realistic examples 
that show high profile individuals saying things 
that they never said. Scientists2 have developed 
new software that allows “users to edit the text 
transcript of a video to add, delete, or change the 
words coming right out of somebody’s mouth.”29 

However, even more impactful are companies 
such as Descript, that need only a few minutes 
of audio to be able to create a person’s synthetic 
voice.30  In 2019, an AI-based software was used 
to fake the voice of a CEO, which demanded a 
transfer of €220,000 from a U.K. company to 
a Hungarian bank account.31  There is another 
deepfake method that only requires a single pho-
to of someone to create a fake video with eerily 
accurate face, eye, mouth, and even full body 
movements from someone else. While the use 
of deepfakes is currently not commonly used in 
social engineering, its potential is staggering. 
Someone does not need a vivid imagination to 
think about all of the ways deepfakes can be 
used to harm or compromise a company. This 
technology is only going to get better and more 
accessible in the future which may have devas-
tating consequences. In 2030, it will be difficult
for people to distinguish between real human 
communication and fake AI-generated commu-
a Deepfakes use machine learning and artificial intelligence to create fake images, 
videos, or audio in which a person is made to do something that they did not do.
b  From Stanford University, the Max Planck Institute for Informatics, Princeton  
University, and Adobe Research

Graphic by 2b AHEAD ThinkTank, partly based on results presented by: 2020 Data Breach Investigation Report, verizon. 

HACKING

SOCIAL ENGINEERING

Types of attacks

Using stolen / 
brute-forced
credentials

Exploiting vulnerabilities Using backdoors and Command 
& Control functionality

Phishing 
Mostly via email, e.g.
credentials, personal or
internal information

Pretexting
Exploiting wishes, fears, trust 
or good faith 
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The Internet of Things (IoT), which includes all 
devices and sensors that can transfer data over 
a network, poses one of the largest security di-
lemmas today and for the foreseeable future. 
There were an estimated 22 billion IoT devic-
es at the end of 2018 and sources vary in their 
projection for 2030. While some estimate up to 
50 billion devices being connected in the IoT,32  
others estimate that number to be a staggering 
500 billion.33 While this disparity is likely due 
to the specific classification of IoT devices, nev-
ertheless, this shows the explosive growth of IoT 
devices throughout society. As IoT grows, the 
dependency on these devices will increase re-
spectively, making security even more of a focal 
point. IoT devices are particularly concerning 
because the small size limits the amount of com-
puting power which results in fewer security 
features that may slow the device. Additional-
ly, the market is very competitive driving prices 
down which results in cheaper devices that often 
lack proper security.
The growing reliance on IoT makes any kind of 

disruption or vulnerability a major issue. Unfor-
tunately, vulnerabilities happen often and will 
not be contained by 2030. Just to use a recent 
example, on August 8th, it became public that 
over a billion Android devices are at risk of data 
theft.34  By exploiting a vulnerability, attackers 
can “monitor locations and listen to nearby au-
dio in real-time and exfiltrate photos and vid-
eos. Exploits also make it possible to render the 
phone completely unresponsive.”35  This vividly 
represents the common trade-off between secu-
rity and convenience. This trade-off is extreme-
ly pervasive for IoT devices, which above all 
aim to be small, cheap, convenient, and fast. For 
many manufacturers, security is not given much 
consideration as they concentrate on creating 
cheap, fast, and short-term focused products for 
consumers. 
Another consequence of cheap IoT devices is 
that they do not have sufficient service paths, 
which raises important concerns about creating 
enormous legacy systems. By having devices 
littered throughout workplaces and society that 
can no longer be secured or updated, we run the 
risk of either bogging down networks or needing 
to constantly physically replace devices and sen-

Sm
ar

t 
 

Small 
 Cheap  

Fast  

Convenient

Enormous legacy systems  Lack of proper s
ecurit

y

Internet 
of 

Things

- Implementing software- and hardware-based  
  security
- Adopting Security-by-Design practices
- Certification framework

IoT: Outlook on chances and challenges

nication. However, AI will also be part of the 
solution in identifying what is real or fake.
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sors. 80% of our experts either agreed or strong-
ly agreed with the statement that “In 2030, IoT 
devices will have created widespread legacy is-
sues for security.”36  Experts interviewed for this 
study, are already worried about the security in 
IoT because of the complete lack of security in 
many devices today.37 

There are, however, current developments to 
ensure better security for IoT devices. One de-
velopment is improving the security right in the 
hardware of devices. Some experts claim that 
software-based security is not enough to secure 
IoT against fraud, tampering, disrupting integri-
ty, and DoS attacks, in part because IoT devices 
and sensors are often physically accessible by at-
tackers.38  While implementing hardware-based 
security is challenging, there are signs of im-
provements. Intel recently announced that it will 
improve anti-malware defenses in its CPUs.39  
The Control-Flow Enforcement Technology 
(CET), “represents a fundamental change in the 
way that processors execute instructions from 
applications such as Web browsers, email cli-
ents, or PDF readers.”40  Progress on the hard-
ware side will dramatically improve the levels 
of security for IoT devices. 

Another trend to help secure the growing IoT is 
adopting Security by Design practices. This ap-
proach aims to be proactive in increasing the se-
curity resilience of devices. Security profession-
als demand from manufacturers to implement 
security measures and standards in the develop-
ment of products both in terms of software and 
hardware already today to reduce the potential 
of wide-spread vulnerabilities in IoT. Addition-
ally, the EU is working on a certification frame-
work that will provide a better understanding of 
what security should look like in these devices 
going forward.

The hype surrounding DLT (distributed ledger 
technology), commonly called blockchain, has 
subsided of late. When applying the Hype Cycle 
from Gartner to DLT, it has gone through the 
first two stages, Innovation Trigger and Peak of 
Inflated Expectations, putting it squarely in the 
third stage, Trough of Disillusionment.41  How-
ever, considering the wide variety of use cases 
and real world applications, one could argue that 
DLT is exiting the third stage and heading back 
up on the Slope of Enlightenment. Many large 
companies such as Amazon, BMW, Microsoft, 
JPMorgan, and Google are finding important 
use cases for DLT.42 These developments might 
not garner much attention because it is not a 
flashy new product or service, but the role DLT 
will play in terms of cybersecurity and broader 
societal structures is very important. Gartner 
reported that about 60% of CIOs expect more 
implementation of DLT in the next three years.43 

Distributed ledger technology
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DLT offers many security benefits, including 
preventing fraud through consensus mecha-
nisms, detecting data tampering, and has the 
major advantage of removing people from the 
authentication process.44 As previously dis-
cussed, credentials used for authentication is a 
huge vulnerability for companies. DLT has the 
potential to entirely circumvent this by using a 
distributed public key infrastructure for authen-
tication. Each device uses a specific SSL certif-
icate instead of a password and the certificates 
are managed on the blockchain making it vir-
tually impossible for attackers to use fake cer-
tificates.45  The impact of quantum computing 
on systems using cryptography and hash func-
tions will be discussed in more detail later in 
the study but it is important to note here that 
quantum computing will threaten DLT systems 
unless they use post-quantum cryptosystems.46 

Research is being conducted to identify the best 
approach to use post-quantum cryptosystems in 
DLT47 , however, companies such as IOTA have 
implemented quantum-safe security into their 
DLT network, called the Tangle.48

The overarching shift is moving from a central-
ized data system to a decentralized data system. 
Centralized data can make for easy targets. 
Additionally, with the growth of IoT the attack 
surface is also growing, further compromising 
security. However, since DLT distributes the 
data there is no central point of failure. DLT is 
especially relevant for IoT because these devic-
es are by nature decentralized and the need to 
secure IoT networks is incredibly high due to 
their critical role in our society and connection 
to almost every area of our lives. IoT devices of-
ten access and transmit critical data. To secure 
IoT networks, the data and identities of devic-
es will need to be authenticated.49  With DLT 
“the fact that they are distributed and data is 
synchronized across the network provides extra 
security against point attacks including denial 
of service or attempts to modify the content of 
the ledger.”50  However, DLT in IoT comes with 
serious challenges that need to be addressed. 
The main challenge is that IoT devices have lim-
ited memory and computational power making 
key generation and storage a problem.51  Finding 
new ways to secure and effectively manage the 

IoT is a difficult but important task, and DLT is 
only at its beginning with some experts expect-
ing considerable growth and development in the 
next few years.52  

When considering how the world and cybersecu-
rity will develop over the next 10 years, it is hard 
to imagine DLT not playing a considerable role. 
Whether the Hype Cycle for DLT is perfectly ac-
curate or not, the numerous implemented DLT 
projects are real and providing increased value 
in security, transparency, durability, integrity, 
and lowering transaction costs. China has re-
cently launched one of the largest DLT projects 
ever, their Blockchain-based Services Network 
(BSN) aims to be the global public digital infra-
structure network.53  Germany has also adopted 
a blockchain strategy to advance digital trans-
formation.54 As more countries and companies 
begin implementing DLT in their infrastructure 
the impacts will be felt in the cybersecurity do-
main. 

Using DLT as the digital infrastructure for many 
projects is also evident with the digital curren-
cies that are entering the economy. Outside of 
the existing cryptocurrencies such as Bitcoin, 
private firms are also leveraging this technol-
ogy. Facebook, Walmart, and Telegram are all 
attempting to offer digital currencies which will 
use some form of DLT. Financial institutions are 
entering this space with JPMorgan and central 
banks around the world working on digital cur-
rencies that are based on DLT. As these digital 
currencies soon become a reality, it is one as-
pect of the future global digital infrastructure 
that will impact everyone.
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The development of quantum technologies, spe-
cifically in computing and communication is 
ushering in the quantum age. The full impact 
of these technologies is still yet to be under-
stood. As these computers and networks are be-
ing built, others have been working on quantum 
algorithms and applications. This new quantum 
age provides a range of new possibilities but also 
puts certain fundamental security methods at 
risk. The cybersecurity used for classical com-
puting is not sufficient to prevent attacks from 
quantum computers. Companies need to incor-
porate threats and opportunities that come from 
quantum technologies. A quantum-safe strategy 
is primarily set from two main aspects, quan-
tum computing and quantum communication. 
Especially companies in critical industries such 
as finance, telecommunications, transportation, 
healthcare, and government agencies should al-
ready develop such strategies and be working on 
their implementations today.  

Encryption has been a central part of security 
throughout history and has remained a cen-
tral element in keeping online communication 
secure. Encryption has two types of key algo-
rithms, symmetric-key algorithms and asym-
metric-key algorithms (often called public-key 
algorithms). Algorithms that are used for en-
cryption go through a rigorous process to en-
sure that they are secure and durable. NIST, the 
American National Institute of Standards and 
Technology, has been providing guidance on 
cryptographic key management since the begin-
ning of the 21st Century.55 Additionally, NIST 
runs the program to decide which encryption al-
gorithms will be the next standard. Along with 
new encryption, they decide on what algorithms 
are no longer secure to use and provide guide-
lines for the transition process. Although NIST 
is a US organization, their standards typically 
become the international standard as most coun-
tries participate in the NIST process. 

Encryption is constantly being evaluated be-
cause encryption algorithms degrade over 
time.56  The security weakens due to an increase 
in computational power and a better understand-

Post-quantum encryption

ing of how to attack the algorithm. Therefore, 
encryption standards need to be updated in all 
online systems once new standards are released. 
For example, in NIST’s latest publication on 
transitioning cryptographic algorithms, they 
disallow two more types of block cipher encryp-
tion 1

c  and will disallow another after 2023.d 57 

Additionally, they include three types of decryp-
tione only for legacy use.58 This is all to say that 
encryption algorithms need to stay up to date in 
IT systems because they weaken and become in-
secure over time. 

This deterioration process is being expedited 
because of the development of quantum com-
puting. As briefly stated earlier, one of the main 
reasons that encryption algorithms are broken 
is because of an increase in computing power. 
There is about to be an enormous step forward 
in this area which will break the highest level 
of encryption today. The algorithm needed to 
break today’s best encryption has already been 
invented, they can be used once quantum com-
puters have sufficient power to run them. Shor’s 
algorithm was invented in 1994 and can be used 
to break public-key encryption by factoring in-
tegers. Grover’s algorithm was invented in 1996 
and cannot break symmetric encryption but pro-
vides a massive speedup in brute force attacks.

Due to the threat of quantum computers being 
able to break today’s encryption, NIST began a 
program in 2016 to find secure post-quantum en-
cryption algorithms.59  After multiple rounds of 
review, they have gone from 69 submissions to a 
final 15 algorithms60  with draft standards avail-
able in 2022.61  Once the new standard is an-
nounced, there will be an urgency to update IT 
systems with the new post-quantum algorithms. 
After discussing this topic with experts, decid-
ing on a new standard and transitioning to the 
new algorithm may not be as clear as previous 
changes. Previously, there was a good under-
standing of classical computing, how it works, 
and how an increase in computing power will 
be able to handle a new encryption algorithm. 
Despite the clear advancements and understand-

c   Two-key TDEA Encryption and SKIPJACK Encryption
d  Three-key TDEA Encryption
e    Two-key TDEA Decryption, Three-key TDEA Decryption, and SKIPJACK 
Decryption  
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ings of quantum computing, there is still a lot of 
unknowns, especially in terms of its ability to 
break new types of encryption and how it may 
be used to attack security systems. This intensi-
fies the challenge since NIST needs to decide on 
a new key without fully knowing how the lock 
can be attacked.

In the face of these uncertainties, some experts 
have discussed using a hybrid encryption mod-
el, that employs both post-quantum encryption 
algorithms and classical encryption algorithms 
or uses multiple post-quantum algorithms to en-
sure security.62  The hybrid approach would re-
quire two key agreements when establishing an 
encrypted connection. For example, a symmet-
ric key would be provided by mixing RSA and 
post-quantum algorithms. This would be done 
because current encryption like RSA or elliptic 
curve are well studied and the exact amount of 
computing power needed to break it is under-
stood. While they do not provide security from a 
quantum computer, it would still protect against 
attackers using classical computers. On the oth-
er side, the post-quantum algorithms may be 

resistant to quantum computing attacks but not 
sufficient against classical computers.63  This ap-
proach might be useful for companies that have 
doubts about the post-quantum algorithms that 
NIST will standardize. However, others may 
want to run a hybrid model with two post-quan-
tum algorithms to hedge their bets. The ability 
to quickly change between encryption schemes 
will be crucial to be adequately prepared for 
highly uncertain trajectories of revolutionary 
technologies in the very near future. 

Whichever approach is taken, it will be im-
portant to consult quantum computing experts 
alongside in-house specialists. While there is 
some doubt over how attackers will be able to 
use quantum computers to conduct cyberat-
tacks, it is certain that quantum computers can 
run Shor’s and Grover’s algorithms which will 
be used to break the best encryption we have to-
day and they will try new approaches to circum-
vent other cybersecurity measures.
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Encryption will need to be changed in the near 
future, how quickly and securely this transi-
tion happens, however, is still dependent on 
each company. As many in the IT world know, 
changing encryption can be a long and arduous 
process. Even for smaller companies that have 
a modern IT infrastructure, it still takes con-
siderable time to update encryption schemes 
in part because the size of the encryption keys 
change, making for key management more diffi-
cult. Additionally, more complex algorithms are 
generally slower and require more computing 
power. This is a tradeoff that makes adoption 
rates slow. As many companies and specifically 
financial institutions are dealing with large leg-
acy systems, this creates additional challenges. 
One of the experts from a large company stated 
that it took their company about 10 years to fully 
switch from MD5 to SHA1 and it will probably 
also take 10 years to move from SHA1 to SHA2. 
These transitions are challenging because there 
are various degrees of agility in their systems.  
This simply shows how long it can take to move 
to a new encryption algorithm. The transition 
time provides an opportunity for attackers to 
expose this vulnerability. Crypto agility efforts 
aim to reduce the length of exposure and sim-
plify the process. With a fully crypto agile sys-
tem, updating encryption algorithms would be a 
simple as deploying a new configuration policy, 
with no significant downtime.65  

Crypto agility simply means that the software 
and systems that depend on cryptography can 
be easily reconfigurable to use other algorithms. 
This architectural principle should be built into 
IT systems so that it is relatively easy to recon-
figure systems with a new algorithm.66  The abil-
ity to quickly change encryption algorithms is 
not only good practice today but also crucial for 
the future, since new algorithms will come soon 
and there is great uncertainty over how long they 
will last. To some degree, a cybersecurity strat-
egy has to assume that an event of encryption 
breaking magnitude could occur tomorrow.67  
This is another area where legacy systems in-
creases the challenge of being crypto agile. 
One of the experts for this study is working on 

To generate encryption keys, a random sequence 
of numbers is required as an input.70  There are 
two types of random number generators (RNG), 
hardware-random number generators (HRNG), 
and pseudo-random number generators 
(PRNG). PRNG uses deterministic algorithms 
which is not truly random. HRNGs have better 
randomness but many rely on post-processing 
algorithms that are deterministic and there-
fore vulnerable.71  Additionally, HRNGs use 
classical random properties that can be altered 
and attacked. In response to this vulnerability, 
quantum security companies such as Quintes-
senceLabs have developed methods to solve this 
problem. QuintessenceLabs leverages the ef-
fect of quantum tunneling to have truly random 
number generation. They have a PCI card that 
puts out about a billion true random numbers per 
second.72  

Samsung and SK Telecom in May 2020, released 
the first smartphone with a quantum random 
number generator chip developed by ID Quan-
tique, called the Galaxy A Quantum.73,74 Since 
that announcement, ID Quantique has also re-
leased the chip for the Vsmart Aris 5G smart-
phone75 and collaborated with a power plant and 

Crypto agility

Quantum random number generator
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can be wrapped around legacy-encrypted con-
nections.68  This is for legacy hardware that does 
not have a viable path to be upgraded. While this 
helps in the short term, the larger issues of leg-
acy systems still needs to be addressed. Crypto 
agility should be an important element of every 
company’s cybersecurity regardless of what en-
cryption strategy they have.

“Cryptographic agility has 
to be seen as a fundamental 
architectural requirement and 
not just a security tax.”69

Brian LaMacchia, Head of Security and Cryptography,
Microsoft Research
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data center to improve security on a quantum 
level.76 These are clear signs that the need for a 
quantum-safe strategy is crucial already today, 
not only when quantum computers can be used 
to attack security.

Since quantum computers are currently not able 
to run Shor’s or Grover’s algorithm, the threat 
may seem far away and unlikely to have an im-
pact anytime soon. However, during the inter-
view phase and desk research for this study, the 
threat of harvesting sensitive data now and de-
crypting it later was a reoccurring theme. Some 
experts warn that attackers may collect massive 
amounts of private, important, encrypted data 
today only to decrypt it once capable quantum 
computers are available.77  Some data will have 
no or little value in a few years but there is a lot 
of sensitive data (e.g. ID documents, IP, person-
al information, trade secrets, etc.) that will still 
be extremely valuable in the long-term and just 
one more reason why companies must develop 
and implement comprehensive forward-looking 
cybersecurity strategies which include quan-
tum-safe solutions.

Harvest now, decrypt later

Post-quantum encryption provides a mathemat-
ical solution to security but a true defense in 
depth strategy also includes a physics approach. 
Quantum key distribution (QKD), is a process 
in quantum communication that leverages the 
laws of quantum physics to create networks that 
transmit data, namely encryption keys.78 

Currently, data and encryption keys are trans-
mitted as a stream of classical bits (i.e. 1s or 0s), 
leaving them vulnerable to be read and copied 
in transit by attackers, without anyone knowing 
what has happened.79 Instead of transmitting 
data using classical bits, QKD uses quantum 
bits (qubits). The difference is that when qubits 
are transmitted as photons of light, they are in a 
state of superposition, representing both 1 and 
0 at the same time. The advantage is that, if an 
attacker attempts to read or copy the qubits, 
their quantum state collapses to either a 1 or 0, 
alerting the users that someone has tried to in-
terfere with their connection.80  This provides a 
fundamentally new, incredibly secure approach 
to transmitting data. 

Quantum key distribution
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QKD networks are being built in China, Europe, 
and the US. The largest network currently exists 
in China which is 2,032 km long between Beijing 
and Shanghai and is being used by many finan-
cial institutions.81  In the US, Quantum Xchange 
has about a 1,000 km network in the Northeast, 
connecting New York City and Boston, and 
New York City and Washington.82  Additional-
ly, there is a connection between New York City 
and New Jersey for many financial institutions.83  
They aim to build metropolitan area networks 
around the United States, firstly, in California, 
Texas, Illinois, and Washington, DC.84  QuTech 
is working to build a network in the Netherlands 
connecting four cities85 and aim to complete the 
project by the end of 2020.86  These networks are 
being built because it is currently not possible 
to use commercial networks and the technology 
requires low traffic cables.87 However, experts 
expect that in the next few years it will be pos-
sible to use commercial networks which will al-
low for wide-scale use of QKD.88 

The main limitation for QKD is the current 
maximum distance of about 100 km before the 
photons of light start to degrade.89  In order to 
extend the distance, trusted nodes are used. Be-
tween Beijing and Shanghai, there are 32 nodes. 
However, these nodes require the qubits to be de-
crypted into classical bits and then re-encrypted 
into qubits until the next node.90  Companies 
such as Quantum Xchange, have solutions to 
mitigate this brief attackable point. However, 
the main solution to this problem would be to 
use quantum repeaters. These work similarly 
to classical repeaters in telecommunications, 
boosting the photons so they can remain in their 
quantum state.91  While quantum repeaters are 
possible in theory, it is not yet possible in prac-
tice. 

Another alternative is satellite-based QKD 
which does not require quantum repeaters. 
In 2017, China transmitted quantum keys to 
ground stations in Beijing and Vienna to secure 
a video call, proving its viability.92  While this 
approach is currently possible, the efficiency of 
satellite-based entanglement has been too poor 
for large-scale use.93  However, researchers in 
China recently published an article about a new 

satellite-based method that “not only increases 
the secure distance on the ground tenfold but 
also increases the practical security of QKD to 
an unprecedented level.”94  

QKD is a maturing area in cybersecurity and it 
is currently being used by many financial insti-
tutions and other companies that are at the fore-
front of cybersecurity.95  This technology is only 
going to become more important for state of the 
art cybersecurity and many of the experts be-
lieve that companies in critical industries that 
are not using QKD by 2030 will be seen as irre-
sponsible.96  Therefore, companies and financial 
institutions must be aware and begin incorporat-
ing QKD in their cybersecurity strategies today.

Currently, QKD is used to send encryption keys 
to create an ultra-secure connection while all of 
the other data is sent using classical bits. QKD 
networks will help to provide a quantum-secure 
internet, however, massive amounts of invest-
ments and resources are being made around the 
world to create a quantum internet, with many 
expecting a prototype by 2030.97  To achieve 
this, quantum teleportation, which relies on 
creating entangled photons, sending one to the 
sender, and one to the recipient, needs to be de-
veloped.98 

China, Europe1
f, and the USg  are racing to cre-

ate teleportation networks and start building the 
quantum internet.99 In August 2019, researchers 
at QuTech, part of the EU-funded Quantum In-
ternet Alliance, developed the world’s first link 
layer protocol, which “brings the phenomenon of 
‘quantum entanglement’ from a physics experi-
ment towards a real-world quantum network.”100 

As QKD shows, sending quantum-secure com-
munication is possible and a quantum internet 
will not only fundamentally change our commu-
nications but also cybersecurity at its core.

f   Quantum Internet Alliance 
g  Department of Energy‘s 17 National Laboratories

Quantum internet
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Regulators and standardizing organizations 
play a large role in shaping industries. Regu-
lations such as GDPR and PSD2 have industry 
directing impacts. As it is in most industries, 
safety standards are typically left to regulators. 
Governments and other agencies are trying to 
keep up with technological developments and 
are working to keep the internet and our high-
ly interconnected real world safe. Unfortunate-
ly, unless regulators set standards and mandate 
higher levels of security, not all companies will 
implement adequate security. Similarly, it was 
not until regulations required every car have 
seatbelts and airbags that safety standards im-
proved in the automotive industry. Stronger pol-
icies and regulations are needed because poor 
cybersecurity may not only impact the attacked 
company, but it may have significant ripple ef-
fects on their customers and anyone in contact 
with their product or service. Especially with 
the growth of IoT and autonomous devices, this 
can even have deadly consequences. As more 
cyberattacks happen with larger consequences, 
this will continue to drive the pressure and need 
for higher standards of cybersecurity in the eye 
of the public. This is evident through strength-
ening legislative power in response to cyberat-
tacks. For example, the EU Council is now able 
to impose sanctions in response to cyberattacks 
because they are “concerned at the rise of mali-
cious behaviour in cyberspace.”101  This shows 
how serious regulators take the threat of a grow-
ing number of cyberattacks. Additionally, as 
companies continue to digitalize their work and 
rely on data, it will continue to drive more regu-
lation. However, a lack of understanding by pol-
iticians and regulators is a significant barrier for 
real change. Additionally, certain companies re-
sist stronger regulations because it will increase 
liability, cost, and increase their responsibility 
to implement better security. 

With strengthening regulations in cybersecuri-
ty, it is expected that liability and more respon-
sibility will be placed on all companies that pro-
vide any product and service that plays a role in 
security or attacks. For example, if a company is 
selling a smart lock that does not fulfill the se-
curity standards then they could be liable for the 
damages that occur from not complying with the 
security requirements. More accountability will 
not only be demanded from manufacturers but 
also from companies handling sensitive data. 
Those operating in critical industries and those 
handling sensitive data will notice the largest 
shift in increased regulation. 

In addition to an increased liability, there are 
also efforts to improve transparency regarding 
cyberattacks. Despite mounting regulatory pres-
sure to disclose breaches, many companies are 
still reluctant to disclose them.102  While com-
panies typically focus on the negative aspects of 
transparency, there are many benefits. After the 
implementation of GDPR, which requires orga-
nizations to disclose a data breach to the rele-
vant data protection authority within 72 hours, 
there was a significant reduction in the amount 
of time attackers spent inside a company’s net-
work.103  As one expert expressed, companies 
can gain valuable insights about current threats 
and be proactive in preventing attacks when in-
formation is made transparent. 

As regulators aim to provide a comprehensive 
framework to improve security, the two main 
areas that are developing are certifications and 
standards. These two areas will take a signifi-
cant step forward in securing our future digi-
talized world.
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personal and professional lives, certification 
schemes have begun to be developed to ensure 
that fundamental levels of security are in place. 
Widespread certification schemes are required 
because too often there is a blatant disregard 
for any level of security. Recently, researchers 
showed that a smart lock from UltraLoq sold by 
large US retailers could be opened with as little 
as a MAC address.104  At a Black Hat event, a 
MacAfee team showed that Temi robots, which 
are used in hospitals and care homes, could be 
exploited with the user’s telephone number.105  
With such an egregious lack of security putting 
most vulnerable individuals at risk, certification 
schemes are desperately needed to ensure at 
least basic levels of security are in place. 

Slovakia has claimed to have the first cyberse-
curity certification scheme for individuals.  The 
Cyber Security Competence and Certification 
Centre was developed upon the recommenda-
tion by the EU Parliament and the EU Council to 
raise the level of cybersecurity of networks and 
information systems across the EU.107  The cen-
ter is currently focused on certifying individu-
als 1

h as auditors that verify the security of indi-
viduals, products, processes, and servicesi.108 

The EU is working on an EU-wide certification 
framework for all ICT products and services.  
The certification scheme was under public con-
sultation until the end of July 2020 and the re-
sults will now be considered.110 Following the 
public consultation and incorporation of the re-
sults, a final candidate scheme will be provided 
to the EU Commission before implementation.111 

ICT products and services will be certified with 
three levels (basic, substantial, high) based on 
the level of security the product or services has, 
i.e. “a high assurance level means that the prod-
uct that was certified has passed the highest se-
curity tests.”112 The certification will be valid for 
5 years with the possibility of renewal.113 While 
this is an important step, the scheme will remain 
voluntary until 2034, that is unless the EU Com-
mission, decides that some schemes should be 
h according to ISO/IEC 17024: 2012
i  according to ISO/IEC 17065: 2012

Certification

mandatory.114 Many companies will be keeping a 
close eye on this development because if certain 
products or services continue to have low levels 
of security or are involved in large incidents, the 
EU may quickly decide that certification is man-
datory. It is also likely that in either the B2B or 
B2C sphere, customers demand that their prod-
ucts or services be certified.
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all is the establishment of industry standards. 
As aforementioned, the need for standardiza-
tion amongst security vendors is critical to ease 
the burden for companies and make sure they 
have full security coverage. Interoperable solu-
tions will help to ensure that security solutions 
and tools can work together without any signif-
icant gaps. With increasing cybersecurity reg-
ulation and growing demand, more standards 
will emerge which will put security in a more 
prominent role. Organizations such as the ITU 
(International Telecommunication Union) are 
also working to improve security standards in 
the ICT industry. The ITU-T SG 17, is currently 
working on a wide variety of cybersecurity ar-
easj

1 , additionally, they play an important role in 
developing standards such as the ITU-T X.805 
“which gives telecom network operators and en-
terprises the ability to provide an end-to-end ar-
chitecture description from a security perspec-
tive.”115 This alters the way that companies look 
at their networks as this allows operators to ex-
actly identify vulnerable points in a network and 
be able to fix them before getting exploited.116  

Security by designk  is one aspect that is expect-
ed to become a standard well before 2030. This 
principle is starting to make its way into indus-
tries, especially into those that produce products 
with a long-life cycle. This is an important topic 
for organizations like TÜViT as they are tasked 
with developing minimum standards for product 
security.117  Many cybersecurity standards and 
regulations are yet to be shaped and companies 
can play an important and active role in guiding 
new legislation both directly through discus-
sions with governments or indirectly by setting 
high internal standards. 

j  Security management; security architectures and frameworks; countering spam; id 
entity management: protection of personally identifiable information; and the secu-
rity of applications and services for the Internet of Things (IoT), smart grid, smart-
phones, software defined networking (SDN), web services, big data analytics, soci-
al networks, cloud computing, mobile financial systems, IPTV and telebiometrics.

k  Security requirements on software and hardware need to be considered right from 
the development phase of a product so that security vulnerabilities don’t crop up later.

Standards
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The current and future role of AI l

l impacts a 
wide variety of security aspects. Current solu-
tions are aiming to provide authentication with-
out passwords through biometric data; using AI 
to analyze human behavior in defense systems; 
bot-assisted defense and many other AI-based 
tools that currently assist in securing compa-
nies.118 Companies are implementing more AI-
based security tools, but attackers are also le-
veraging the power of AI to work around and 
breach companies’ defenses.

Intelligent autonomous agents

“The bad guys are continuing 
to invest as much as the good 
guys. And we got to stay out 
ahead of it. We got to remain 
vigilant.”119

Alfred Kelly, CEO of Visa

This fight is slowly but surely moving to an AI-
based fight, making the investment in AI-based 
technologies and knowledge critical. Almost 
all of the experts that participated in this study 
agreem that in 2030, companies will need to con-
stantly update their AI cybersecurity solutions 
to be able to withstand ever-evolving AI-based 
attacks.120  The primary expected role change for 
AI is that it moves from passively monitoring to 
being proactive in cyberdefense. Many AI-based 
tools “monitor traffic and events; detect mali-
cious signatures, patterns, and anomalies; may 
classify and characterize what they observe; and 
issue alerts.” 121 While these are important tasks 
and it is very helpful to relive humans from 
these tasks, AI-based tools will go further and 
plan as well as independently execute responses 
to attacks in the future.122  

Throughout history, many important technolo-
gies have either begun in the defense sector or 
have been influenced by the military. Similar 
signs are appearing as intelligent autonomous 
agents are being developed in many countries.123 

A NATO task group1

n  is currently working on 
a reference architecture for what they call an  
Autonomous Intelligent Cyber-defense Agent 

l     AI includes the ability to perceive (computer vision), handle language (natural 
     la nguage processing), and think (machine learning).
m   The average response was 4.21 on a 1-5 scale
n    NATO Research Task Group IST-152

(AICA), meaning intelligent software that can 
be active, performing autonomous cyberdefense 
actions.124  They have identified this as an urgent 
need due to the increasing threat to computing 
devices. Due to this growing threat, the AICA 
“will have to be capable of autonomous plan-
ning and execution of complex multi-step ac-
tivities for defeating or degrading sophisticated 
adversary malware, with anticipation and min-
imization of resulting side effects. It will have 
to be capable of adversarial reasoning to battle 
against a thinking, adaptive malware.”125  This 
ambitious goal is showing an important direc-
tion in AI-based cyberdefense. There are con-
siderable challenges in reaching such an auton-
omous agent capable of extensive cyberdefense, 
however, prototypes are beginning to be de-
veloped, such as the AHEAD architecture that 
outlines an autonomous agent with active de-
fense tools.126  An agent such as this would have 
major implications in cybersecurity as it would 
make its inevitable entry into other industries. 
Companies will need to keep up to date on their 
AI-based cybersecurity tools because although 
they might not be available overnight, the rate 
of progress is impossible to predict. If the last 
10 years have taught us anything, it is that tech-
nological progress happens very quickly, and it 
does not wait for every actor to be ready.  

Intelligent autonomous agents such as AICA, 
are the long-term development in this area but 
there are many near term tools that are possible 
today and will be mature in the coming years. 
Increased automation with solutions such as 
SOAR is a central AI development in cybersecu-
rity. SOAR (security orchestration, automation 
and response) has three capabilities, threat and 
vulnerability management, security operations 
management which autonomously coordinates 
team members and multiple technologies to find 
a solution, and security incident response which 
plans, manages, coordinates, and monitors re-
sponse to a threat or vulnerability.127 By auto-
mating responses, this can improve efficiency 
and can allow employees to focus on other areas 
of need. SOAR is typically used in addition to 
SIEM (Security Information and Event Manage-
ment), a solution that collects, aggregates, and 
examines security data to provide insights on 
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potential cyberattacks.128 However, currently, 
there are still too many false positives with auto-
mated cybersecurity tools which slows the adop-
tion rate but as this technology matures, it will 
be a big step forward in automating responses to 
threats and vulnerabilities.

AI is also being used to solve one of the larg-
est vulnerabilities. 80% of company breaches 
are because of stolen and reused credentials.129  
Many companies are attempting to make pass-
words a thing of the past, primarily through the 
use of biometric data, trusted devices, and to-
kens. While it is expected these methods will 
continue to be part of authentication in the fu-
ture, other approaches are emerging to enable 
secure and frictionless authentication. One 
emerging method is using data profiling as a 
means of authentication. As individuals interact 
with more IoT devices and more valuable data is 
being collected, behavioral authentication may 
be used to continuously verify the identity of 
a user.130,131 One approach taken by a group of 
researchers was to verify the identity based on 
six types of behaviors. They chose not to reject 
a user’s access based on one application but on 
multiple consecutive abnormal application usag-
es, this was to balance security and usability.132 

The researchers stated that “behavioral data 
profiling provides a significant improvement in 
the security afforded to the device and user con-
venience.”133 The use of behavioral data profil-
ing by 2030 has the opportunity to be used on a 
much wider scale with more interaction between 
IoT devices and data. 

A Swiss company, Futurae Technologies, has 
another approach for passwordless security. 
They use a mix of three aspects to authenticate 
users, ambient noise, ultrasound, and contextual 
sensors.134 Ambient noise is recorded from the 
user’s trusted device and the device they want 
to access and then compares the sounds using 
machine learning.135 Additionally, an ultrasound 
wave is emitted and is matched with the trusted 
device.136 The third aspect they use to seamless-
ly authenticate users is contextual information, 

Intelligent autonomous agents

checking if the user is in a ‘safe’ environment.137  
With these three approaches, Futurae is shaping 
the future of authentication beyond passwords. 
Considering the enormous vulnerability that 
comes from lost or stolen credentials this ap-
proach can drastically improve security for ev-
ery company making the future of cyberdefense 
one of complex systems and their autonomous 
decision making.



The future of cyberdefense is going to be shaped by 
complex systems and the level of autonomous decision 
making, made by those systems. 
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Most of this study has focused on technological 
developments and while this is a critical aspect 
in cybersecurity, humans remain the central cog 
in cybersecurity and will continue to play an es-
sential role over the next 10 years. New and ma-
turing technologies are extremely helpful in part 
because they can reduce the involvement of peo-
ple in tough situations and lessen the difficulty 
of sacrificing security for usability. Overall, the 
human element of cybersecurity can be seen as 
both a risk and an opportunity. 

On the risk side, individuals are major vulnera-
bilities and create areas of concern throughout 
a cybersecurity strategy. This takes on many 
different forms and is difficult to define all of 
the ways that people can contribute to an at-
tack. The most obvious is through social engi-
neering attacks. It is expected that the balance 
between sophisticated attacks using new forms 
of deepfakes and AI, like previously discussed, 
and tools to recognize and stop these types of at-
tacks will be similar in the future to how it is to-
day. As good as AI can be to trick people, there 
are similar developments in catching fakes. 
With an outlook to 2030, social engineering will 
continue to be a major threat, without much of a 
change in the general balance between attack-
ing and security. Attackers will continue to go 
after the low hanging fruit because it still yields 
decent returns. However, it is expected that the 
rise in spear-phishing attacks will grow and 
will be aided by technological advances such as 
deepfakes. This type of threat will be of grow-
ing concern to individuals with higher levels of 
access and can be used to spread fake informa-
tion resulting in remarkable long-term damage 
to a brand. 

Negligence and mistakes are also often exploited 
in attacks as weak passwords and general neg-
ligence when handling sensitive data is a com-
mon problem in many companies. Additionally, 
mistakes in writing code or other oversights and 
errors when operating IT infrastructure results 
in many exploitable vulnerabilities and unnec-
essary exposure to attacks. As new security 
tools and approaches are implemented, this can 
lead to confusion and improper use, a topic dif-
ficult to define as numerous people are involved 

in a wide array of areas. There is a common be-
lief that insider threats are a major concern for 
companies, however, although there is a rise in 
insider attacks, they are still a minority.138  This 
rise can be attributed to errors and an increase 
in reporting.139  As trust builds in maturing tech-
nologies and tools, individuals can lessen their 
role in managing security, responding to threats, 
writing code, and all other IT matters. This will 
naturally be a step-by-step process but by 2030 
there should be a significant reduction in these 
types of vulnerabilities because of the reduction 
of human errors and negligence.

Similarly, a lack of resources causes many is-
sues in cybersecurity. Resources include skilled 
employees that are knowledgeable and capable 
to advance a company’s cybersecurity and being 
able to adapt and integrate new technologies in 
a comprehensive state of the art IT infrastruc-
ture. This aspect is important because the work 
of IT and security departments will look much 
different in 2030. To integrate new solutions and 
strategies, such as a quantum-safe strategy, will 
only be possible with capable employees always 
looking to innovate the infrastructure and its 
processes. Financial resources are also a key 
part of enabling IT and security departments. 
Whether it is updating legacy systems or invest-
ing in new security tools, decent cybersecurity 
needs to be funded to mitigate the new genera-
tion of cybersecurity risks.  

The other side of this topic is the ability of indi-
viduals to improve a company’s cybersecurity. 
While every employee can help or hinder their 
company’s security, much of the opportunity 
lies at the top of a company. This is naturally 
because the CEO or the board has the authority 
to set priorities and the direction of a company. 
One of the main reasons that cybersecurity may 
not be prioritized is simply due to the lack of 
awareness and understanding of the far-reach-
ing risks. CEOs have a terrific understanding of 
business development, managing people, com-
munication, and the important areas of a com-
pany or at least enough to be asking the right 
questions and setting the right priorities. How-
ever, cybersecurity has often not been under-
stood well enough to be prioritized.140  Aware-
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ness and prioritization are, however, growing 
quite rapidly, in part because no one wants to 
be the headline of a cyberattack. The important 
change moving forward for CEOs and boards is 
a mindset shift regarding how cybersecurity and 
the accompanying risks are perceived. 

This mindset shift has a few main components. 
At a base level, cyberrisk needs to be viewed as 
just another form of operational risk. The con-
sequences of any type of attack or exposure can 
be categorized in a variety of business losses 
such as financial, reputational, operational, pro-
ductivity, or regulatory.141  Truly understanding 
the risks and incorporating them into business 
operations is the beginning of getting a handle 
on cybersecurity. This can be challenging be-
cause even if there is protected, encrypted data, 
attacks such as the ‘harvest now, decrypt later’ 
still pose a threat and need to be considered. 
Different types of attacks will result in different 
risks, understanding the vulnerabilities and the 
related consequences will help to design a better 
future safe strategy - as it is not only about what 
the risks are today but also about what the risks 
are in the future, in quickly changing, volatile 
environment with new vulnerabilities and ways 
to attack. 

The mindset shift for upper management is also 
about having the view that cybersecurity is never 
‘solved’, it is a constant work in progress and the 
need to continuously be looking for new ways to 
improve will only increase in the future. Finan-
cial institutions and others in critical industries 
will always be a major target for attackers. As 
banks attempt to provide more value to clients 
by connecting with other industries, leveraging 
client data, and reaching clients through addi-
tional touchpoints, this also increases their indi-
vidual attack surface and risks, which need to be 
closely considered. Furthermore, the opportuni-
ties for exposure to attacks is a growing risk, as 
the developments of COVID-19 and other trends 
are pushing for more remote working.

The final component of viewing cybersecurity 
differently is in terms of it being a hindrance in-
stead of an opportunity. Many companies sim-
ply do the bare minimum to be compliant with 

new regulations or continue to kick the issue 
down the road, instead of using this topic to pro-
vide real value to the company and their clients. 

All in all, having a proactive approach manifests 
itself in many different ways. It views compli-
ance not as a security ceiling but as the floor; 
using new regulations as an opportunity to im-
prove security and find new ways to go above 
and beyond. This can be applied to the new EU 
certification process. Although it will be volun-
tary, companies should view it as an opportunity 
to provide their clients with additional tangible 
value. Another benefit of being proactive is seiz-
ing an active role in shaping the future industry 
standards as well as customer expectations. As 
forward-thinking companies try to understand 
what their customers want before themselves, 
the same thinking applies to security. By setting 
a higher industry standard, this can set compa-
nies apart from their competitors, especially in 
the financial industry where clients are more 
focused on security. This seems to be the ap-
proach taken by Samsung with its new Galaxy 
A Quantum smartphone which goes far beyond 
any other phone by adding a quantum random 
number generator chip. 
   
Transparency and collaboration are other as-
pects of having a new perspective on cyberse-
curity. Voluntary reporting of breaches is at its 
highest level during the past few years which 
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may be due to new legislation or due to a trans-
parency approach to preserve brand reputation 
and customer trust.142  The collaboration element 
is important in terms of understanding industry 
threats and being prepared for possible attacks. 
Unfortunately, most of the advanced threat pro-
tection tools are simply antivirus scanners.143 

However, by leveraging shared anonymous 
data in the cloud, it can provide valuable in-
sight into security threats that are happening 
in real time.144 Companies can send, for exam-
ple, data about a file containing a virus, to the 
threat cloud of a vendor. They will anonymize 
the data, and the vendor can provide information 

about if companies from the same industry or 
continent also received the same virus, the time-
line of the attack, or if you are the only one that 
received it. This lets companies know if it is a 
targeted attack on their company, an attack on 
all companies in the same industry, or an auto-
mated attack on companies in Europe, providing 
valuable information about threat vectors.145  

By viewing cybersecurity as an opportunity in-
stead of a hindrance, companies will not only 
be more secure, reduce risk, and increase resil-
ience, but it can also provide significant value 
internally and externally.
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Quantum-safe strategy

As discussed in the section about quantum 
technologies, it is important that companies in-
clude both a mathematics approach and a phys-
ics approach to security. Incorporating both 
post-quantum encryption and QKD will be crit-
ical for security.

Crypto agility
Post-quantum encryption algorithms are in the 
process of being standardized with NIST ex-
pecting to complete the process in 2022.146  To 
be prepared for this transition and future chang-
es to encryption algorithms, companies need to 
focus on being crypto agile. How often encryp-
tion algorithms will change in the post-quantum 
world is uncertain, further emphasizing crypto 
agility as a prerequisite. 

The first step of the process to being crypto agile 
is to inventory all of the elements and protocols 
that use cryptography to understand all of the 
parts of the system that will be impacted by this 
change.147 The next step is to start architecting 
the replacements for these systems, requiring 
every request for proposal and every architec-
ture that is designed in the future to be crypto 
agile.148   

The agility to support new algorithms needs to 
be built into the relevant parts of the IT system. 
Companies can start testing their systems with 
one of the post-quantum encryption algorithms 
that is part of the NIST process to check if the 
system can handle the larger key sizes as some 
of the endpoints might not have enough space 
to store the new key sizes or digital signatures. 
For example, one of the experts discussed a cli-
ent that are designing new smart ID cards for 
deployment in 2024. The ID card hardware 
that the client was planning to deploy would 
not have enough extra storage space to han-
dle the increase in signature sizes from using 
a post-quantum digital signature algorithm.149  
This shows the importance of building crypto 
agility into existing systems as well as future 
systems when working with third-parties. It is 
important to test all critical systems now to find 
their limitations today.
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Quantum technologies

Quantum computing and quantum communica-
tion technologies are developing quickly and are 
entering the security strategies of financial in-
stitutions and other companies in critical indus-
tries. Quantum-safe strategies need to be devel-
oped today as some aspects can be implemented 
today and others in the near future.

Companies today should start to incorporate 
quantum technologies in their security strate-
gies to start implementation as soon as possi-
ble. Companies such as Services Industriels de 
Genève (SIG) have collaborated with ADVA and 
ID Quantique to secure their links between their 
data centers through the use of quantum random 
number generator embedded in the QKD sys-
tem.150 Similar quantum-safe solutions can even 
be used in legacy systems.  Designing and im-
plementing a quantum-safe strategy is import-
ant to do now and will only become more crucial 
in the future. 

Extra value

The previous section discusses the need for a 
mindset shift of CEOs and boards to see cy-
bersecurity as an opportunity instead of a hin-
drance. Part of this is because upgrades in IT 

and security are much easier to implement when 
improved security is not the only benefit. While 
this should be enough motivation, the reality is 
that it is not. CISOs and CTOs need to work on 
ways to find other benefits. For example, many 
banks promote their mobile app as a method for 
multi-factor authentication. Multi-factor authen-
tication reduces the risk of attack by 99.9%152  
and increases usage of the mobile app. 

Another example of providing value beyond se-
curity has been demonstrated by Azure’s confi-
dential computing. By using confidential com-
puting in Azure, companies can take advantage 
of other company’s datasets by being able to 
perform computation on multiple datasets for a 
variety of benefits, such as training for machine 
learning and performing analytics in a trusted 
enclave.  This can improve accuracy and speed-
up machine learning training by leveraging oth-
er companies’ data. The trusted enclave ensures 
that the data is not exposed to other companies, 
the cloud provider, administrator, the server, or 
the hardware.154  There are numerous ways to 
provide value beyond security, but it requires 
creative thinking and collaboration.

Awareness landscape

Improving the awareness of cyberrisks and 
security solutions should be of high priority 
amongst upper management. While all individ-
uals in a company need to be aware of the risks 
and solutions, CEOs and boards need to have a 
fuller understanding of what needs to be done 
and why.  

During times of disruption, large social move-
ments, or emergency and crisis, when informa-
tion is spreading rapidly, it is time for compa-
nies to reiterate the threat of phishing attacks 
and other types of cyberattacks. During the 
COVID-19 pandemic spear phishing attacks 
increased by 667%.155  While companies should 
continuously educate and empower employees 
through programs and tools, it is especially im-
portant during times of uncertainty as there is 
typically an increase in phishing attacks. 
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Certification and regulation

In terms of certification, it is recommended 
that either in the design of new products or the 
purchasing of ICT products, the upcoming EU 
certification framework should be used to show 
clients that security is a priority. Additionally, 
devices that do not have a planned update path 
for the future should not be used because they 
will likely create large-scale legacy and vul-
nerabilities causing severe problems in the long 
term. 

New regulations should be seen as a man-
date to further improve internal cybersecurity 
standards. Merely being compliant will not be 
enough. Being compliant in the regulator’s view 
may be different than what the public considers 
enough. Additionally, companies that are at the 
forefront of security will also be able to help 
shape regulations and standards as well as their 
public perception. 
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The future of cybersecurity

Knowledge Transfer Workshop

Your futures expert:
 
James Hoefnagels is a senior researcher and strategist at 
2b AHEAD dealing with complex future topics, including 
cybersecurity, ICT, and financial services. He has a strong 
methodological focus stemming from his previous experiences 
in futures studies. Holding a Master of Public Policy and 
specializing in International Affairs and International Political 
Economy, James has a deep understanding of international 
structural developments.

Since joining 2b AHEAD, he works on understanding future 
developments and providing strategic recommendations on how 
to best prepare for possible futures. James not only conducts 
futures research but also develops strategy sessions for our 
clients. He has led projects with several internationally operating 
companies.

 Identifying relevant trends, drivers and actors for your company and to create possible 
visions of the future,

 Applying the strategic consequences of future technologies to your own business model, 
e.g. quantum computing, AI,

 Developing a basic understanding of certain future topics among employees, e.g. cyber-
security,

 Understanding paradigm shifts, changes in the market structure, power shifts in the in-
dustry and making deductions for new business areas, business models, value propositi-
ons, cooperations, etc.

James Hoefnagels 
Senior Researcher, Strategist 

2b AHEAD ThinkTank

james.hoefnagels@2bahead.com

In our knowledge transfer workshop, the knowledge generated in our futures studies is used to 
identify specific implications and to develop actionable steps for your company. This is done 
using suitable futures research methods, such as the 2b AHEAD Trendcycle and Backcasting.

The workshop is applicable for:
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Workshop Schedule
09:00 - 09:30 

09:30 - 10:45 

11:00 - 13:00

14:00 - 14:45

14:45 - 16:00

16:15 - 17:00

Welcome & introduction

Theoretical impulse and discussion
2b AHEAD study “The future of cybersecurity”
Introduction about technologies, developments in organizational 
structures, new forms of attackers, threats and solutions. 

Discussion
What are the biggest cybersecurity risk areas and opportunities 
companies may face in the future?
What should a future cybersecurity strategy include?

Plenary session
Classification and prioritization of problems

Group work
What does a 2030 cybersecurity strategy look like?
What does a quantum-safe strategy include?
How will certain technologies improve cybersecurity?
How will certain technologies challenge cybersecurity?
What future skills and knowledge does your company need? 
How do you initiate, motivate, and manage the necessary changes?

Backcasting: development of strategy

Plenary session
Presentation of results & conclusion

Backcasting
 
Backcasting is a method to define strategic 
measures for the next 10 years based on a 
future vision.

More about our methods:
www.thinktank-universe.com/en/methoden/



44

C
YB

ER
SE

C
U

R
IT

Y

METHODOLOGY



45

C
YB

ER
SE

C
U

R
IT

Y

This study is a qualitative futures study, com-
bining two methodological approaches, the 
Trendcycle method, and the Delphi method. 

At the beginning of the study, a Trendcycle to-
gether with traditional desk research and prelim-
inary interviews were conducted by an interdis-
ciplinary team of futurists to shed light on the 
topic of cybersecurity in 2030 from all relevant 
sides and to work out the central questions of 
the study. Relevant current international studies 
and publications were reviewed and processed 
in order to describe specific drivers and blockers 
by 2030 and to ensure a 360° perspective on the 
topic.

On this basis, the most influential players, the 
main fields of application, and the most import-
ant companies in the field of cybersecurity were 
identified to recruit experts in all relevant areas 
for the study. The process of identifying and re-
cruiting experts is particularly important in the 
Delphi method, which is why special care was 
taken to ensure that each one was in a position to 
shape the future development of the cybersecu-
rity industry or is actively engaged in designing 
practical applications for companies with a stra-
tegic perspective in the present.

Following the Delphi method, the selected ex-
perts were then interviewed in semi-structured 
in-depth interviews on the most important 
trends, developments, and challenges for cyber-
security in the next 10 years. In a second round, 
the experts were then asked to anonymously re-
flect on the assessments and projections of their 
peers from the first interview round in order to 
evaluate, discuss, and reconsider their stand-
points. This enables the experts to question, 
supplement, or adjust future positions in order 
to move towards broadly shared perspectives. 

Based on the results of the two interview rounds 
and along with the Trendcycle, specific strategy 
recommendations were developed and discussed 
to provide companies with practical recommen-
dations on how the future of cybersecurity will 
change and will impact financial institutions by 
2030. 
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TRENDCYCLE

Value
PropositionCost Models

Customer Approach

Political
Parties

Interest Groups

Regulatory
authorities

Suppliers

Competition

Group Strategy

Logistics service provider

Manufacturers of
Production software

Purchasing
associations

Raw Material
Suppliers

Technological Research

Disruptors / Attackers

Telecommunication groups

Manufacturers of
(mobile) devices

Manufacturers of Production
Equipment / Hardware
Manufacturers of employed production
equipment / hardware

Challengers from related business fields
Over-the.top models

Fundamental scientific research,process engineering etc.,
Universities, new insights into production, services,
strategies etc.

Manufacturers of devices, that the customer uses
for the consumption of the product, the purchase of the product
or the information about the product.

Formative actors for trends in the
exchange of data and infrastructure

Retailer, specialty shops etc.

Internet commercial platforms

Marketers and re-sellers of all varieties

Trendsetter in marketing, advertising
and customer dialogue

TV, radio, newsletters, that are
defining for customer behavior

Operators of social media
platforms that are defining for
customer behavior and
communication

B2C: end customers and
consumers
B2B: purchasing decision-
makers of corporate
customers, business
customers

B2C: end customers and
consumers
B2B: Employees who use
the product

Stationary Trade

Social Media
Platforms

Customer GroupsResources

Production

Revenue Models

Online Trade

Distribution Partners

Marketing agencies

Traditional
mass media

Customers

Users

Other PlayersOther Players

Election programs,
political goals,
Roadmaps at
local, regional,
national, European
and international
level

Ministries, agencies,
data protectionists,
authorities

Industry associations
lobbyists,
customer associations,
environmental associations,
unions

Extractors and refiners
of required raw materials

Suppliers of materials,
parts, products and/
or services

Sectoral or multisectoral
actors for joint procurement

Manufacturers of employed
software solutions

Supply chain service providers

Roadmaps and strategic guidelines
higher levels of hierarchy,
Supervisory Board, Shareholders

Human Resources

How much personnel (internal/external)
with what qualification is needed?

Key Activities

What kind of research,
development, procurement,
production, logistics, etc.
is necessary?

Partnerships

Who are strategic cooperation
partners to minimize risks?

What kind of IT-platform /
-systems have to be
operated?

Who are partners to achieve
scaling up?

Who are partners that
enable us to occupy
strategic bottlenecks to gain
an edge in efficiency over
the competition?

What is the customer paying for?

What are pricing models for the product?
Licensing, one-time sales, others?

Is the price fixed or variable?

What parts of the product are free of charge,
what parts are paid for? (Freemium)

Which payment options do we give to
customers?

Costs

Which costs arise for product,
service, marketing and customer
care?

What are ways to reduce
these costs?

Measurement

How do we measure economic
success and how do we
assess it?

What are key performance
indicators?

Which customer expectations concerning
functionality, emotionality and individuality
shall be satisfied?

Which discontents shall be solved?

What are related products and services?

What is the unique selling proposition?

Price

Which price categories
are intended?

Where are price limits?

What is the strategic price?

Quality

What quality levels are
appropriate?

What would be three
possible levels of quality?

What is the respective unique
selling proposition?

Distribution

What are the available
distribution channels?

Customer Dialogue

What are the marketing
approaches for customer
contact?

How do we show appreciation
to our customers?

What channels and platforms
are used?

For what customer is there an
individual, personal and/or
automated support?

What are the characteristics
of the direct distribution
channels, the stationary
trade and online trade?

Who are partners that
enable us to occupy
strategic bottlenecks to gain
an edge in distribution over
the competition?

Infrastructure

Which production facilities, plants, offices,
warehouses, service complexes are required?

What are the important target customers
in the mass market or niche market?

What are the less important target customers
in the mass market or niche market?

How should the customer structure change
over time?

Competitors and
innovation leaders

The 2b AHEAD Trendcycle systematically incorporates the relevant areas for the research question 
posed. The focus is on a 360° perspective of the influencing factors; the Trendcycle eliminates so-called 
“blind spots”. The Trendcycle is thus one of the quality guarantees of our studies.
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The six step 2b AHEAD research process.

EVALUATION
AND ANALYSIS6 1

2

3

5

4

DELPHI II

CONSOLIDATION
AND ANALYSIS

DESK RESEARCH

TRENDCYCLE
WORKSHOP

DELPHI I

Research Process
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Chief Research Officer at Technology Innova-
tion Institute

The Technology Innovation Institute is a cut-
ting-edge scientific research center with a focus 
on cryptographic technologies, quantum-safe 
cryptographic technologies, quantum algo-
rithms, and middleware research and develop-
ment.
Najwa is a cybersecurity professional with more 
than 14 years experience in applied cryptogra-
phy, software, and hardware architectures for 
secure systems.

State Commissioner for Strategy and Chief Dig-
ital Officer at Saarland Government

As State Commissioner at the Saarland Gov-
ernment Ammar is responsible for the overall 
digital strategy. He is also a PSG board member 
of the EU Agency for Network and Information 
Security, and a venture investment partner at 
Statkraft Ventures. With previous experience as 
the Managing Director and CEO of Germany’s 
largest cybersecurity company, Ammar has a 
background in research in cryptography, infor-
mation security, and trusted computing.

CTO at SE Labs

SE Labs offers testing and consultancy services 
to security software and services vendors and 
their customers. Stefan has experience with a 
wide variety of cybersecurity solutions and at-
tacks. He supervises new experimental projects 
and works on evolving their testing methodol-
ogies. He also deploys and maintains the test-
ing network. Additionally, Stefan discovers, and 
crafts targeted attacks and conducts security 
product analysis. 

Head of IT Security at Hypothekarbank  
Lenzburg AG

Hypothekarbank Lenzburg AG (HBL) is a Swiss 
bank and a banking software provider. Sascha 
joined the company in 2013 as a Network Se-
curity Engineer and after 4 years, moved away 
from the network stack into a Senior Security 
Engineer position where he started to work more 
closely with developers and customers of HBL’s 
open banking platform Finstar. 

Distinguished engineer / Head of Security and 
Cryptography at Microsoft

Brian leads the Security and Cryptography team 
at Microsoft Research and is the co-founder and 
chair of the Microsoft Cryptographic Review 
Board. His main projects presently are the de-
velopment of quantum-resistant public-key 
cryptographic algorithms and protocols, and 
verifiable election technologies including the 
ElectionGuard system. 
Additionally, his organization is working on 
security- and cryptography-related applied re-
search/advanced development projects. As of 
February 2016, his team is part of the Microsoft 
Research NExT (New Experiences and Technol-
ogies).

CEO at DeepCyber

DeepCyber is a boutique cyber company spe-
cialized in advanced cyber intelligence, protec-
tion, and antifraud. Gerardo has over 23 years of 
experience in cyberrisk, security, intelligence, 
digital forensics, and compliance. He was the 
Chief Security Officer and Country Leadership 
Team Member of BT Italy (British Telecom 
Group) and Head of Security and Safety at Fast-
web Spa (Swisscom AG Group).Country Lead-
ership Team Member of BT Italy (British Tele-
com Group) and Head of Security and Safety at 
Fastweb Spa (Swisscom AG Group).

Dr. Najwa Aaraj

Ammar Alkassar

Gerardo Costabile

Stefan Dumitrascu

Sascha Kaufmann

Dr. Brian LaMacchia
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Senior Technology Expert at Telefonica

Since October 2011 Diego is in charge of Tech-
nology Exploration at the Global CTO Unit, 
within Telefónica I+D. He is directly involved in 
activities related to network virtualization, core 
optimization, AAA, traffic analysis, and infra-
structure security. Additionally, he is actively 
participating in the ETSI ISG on Network Func-
tion Virtualisation (NFV), which he is the chair. 
He is acting as a representative of Telefónica 
in bodies related to network technologies and 
chairing the IRTF NFV Research Group.

CEO at Dreamlab Technologies

Dreamlab is an IT Solution Provider specializ-
ing in Information Security and Software Engi-
neering. Since its inception in 1997 Dreamlab 
provides leading edge IT consulting and high-
end solutions based on best-in-class Open Stan-
dard technologies. As a CEO and founder of the 
company Nick is a leading expert in the future 
developments of cybersecurity.

Cybersecurity Coordinator at Ministry of  
Foreign Affairs of Israel

Since 2015, Iddo has been Director of the Cy-
ber Security Department, Strategic Affairs Di-
vision. In this position, he is responsible for the 
formulation and coordination of policies regard-
ing international bilateral and multilateral coop-
eration in cybersecurity. Iddo represented Israel 
in the 2014-2015 UN Group of Governmental 
Experts on Developments in the Field of Infor-
mation and Telecommunications in the Context 
of International Security.

Global CTO Security & Privacy Protection at 
Huawei

Huawei is a leading global provider of informa-
tion and communications technology infrastruc-
ture and smart devices, focusing on four key 
domains – telecom networks, IT, smart devices, 
and cloud services. Gordon has a special focus 
on the security of software products, design 
thinking, and driving change in large develop-
ment organizations.

Dr. Diego R. Lopez

Nick Mayencourt

Iddo Moed

Gordon Muehl

Senior Executive in Strategy and Business 
Development

Soline has over 20 years of experience in de-
livering sustainable growth in telecoms and 
information technologies for mid-sized compa-
nies and international groups. She has valuable 
experience in digital services, critical network 
services, and cybersecurity, as well as M&A, 
marketing, and innovation.

Soline Olszanski

CEO at Quantum Xchange

Quantum Xchange empowers global compa-
nies with crypto agility and defense-in-depth 
countermeasures against the quantum threat by 
offering a complete solution for secure commu-
nications today and in the post-quantum future. 
As CEO and expert in telecommunications and 
cybersecurity, John leads his company through 
the emerging era of quantum computing and the 
future of encryption.

John Prisco
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Director Security and Cryptography Innovation 
at Royal Bank of Canada

RBC is a global financial institution with a 
diversified business model focusing on inno-
vation. Margaret is a Director of Information 
Security and with over 35 years of professional 
experience, amongst other as a Senior Executive 
at NSA in Information Assurance. Margaret has 
valuable insights into the world of cybersecurity 
and cryptography in financial institutions. 

Strategy Lead and Counsel at the World Wide 
Web Consortium (W3C)

As strategy lead and part of the senior manage-
ment team, Wendy has initiated overall strate-
gic planning for the company. Wendy manages 
the W3C strategy team in the development of 
technical standards including security, privacy, 
core APIs. She has developed and implemented 
“strategy funnel” to monitor technical devel-
opments and streamline the evaluation of new 
standardization areas.advocacy, policy, and liai-
son work.

CEO at QuintessenceLabs

QuintessenceLabs creates superior and endur-
ing trust for information exchange, by harness-
ing the quantum properties of nature. Vikram 
is the founding director and CEO of Quintes-
senceLabs. As a pioneer in the field of quantum 
cryptography Vikram sought to commercialize 
the technology and went to work with the Quan-
tum Optics Group in the Department of Physics 
of the Australian National University. Quintes-
senceLabs emerged from the world-leading re-
search conducted by the group.

Margaret Salter

Wendy Seltzer

Dr. Vikram Sharma

Cyber resilience scientist & advisor

As a cyber resilience advisor, Paul has been 
involved in national cyber resilience strategies 
and governance, education and training, and 
national cyber research and innovation strate-
gies. He has experience with the EU, ENISA, 
EASA as well as banking, telecoms, and many 
other industries. Paul specializes in areas of 
autonomous intelligent multi-agent systems for 
cyberdefense, deep decision making, critical in-
frastructure protection and cyber cognitive col-
laboration.

CEO at Ekran System

Ekran System is a universal insider threat protec-
tion platform that comprises three major internal 
cybersecurity pillars: user activity monitoring, 
identity management, and access management. 
As CEO, Dennis is an expert in digital security 
solutions design and development for business, 
virtualization, and cloud computing. He is also a 
member of the Forbes Technology Council. 

Dr. Paul Theron

Dennis Turpitka
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